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Abstract: Electronic information is an asset for any organization, and even in the case of an individual,
their data can be quite significant to them, which they cannot afford to lose. Information security has
become very important in today’s computing world, and it demands potential counters to ever-evolving
threats. An IDS is a security mechanism that examines the traffic of all users and applications in the system
and detects instant attacks. IDS aim to detect attacks on the system from inside or outside. A typical IDS
system examines and analyzes network traffic to detect and analyze attacks, and also to prevent any security
violations by generating alarms for network administrator. In this dissertation paper we analyze the
different mechanism as used previously by researchers and in currently using for identify the intrusion
detection in a network. The proposed mechanism is based on the machine learning based classification
model to improve the accuracy rate and performance parameters using the random forest and gradient
boost decision trees. The results are compared here in performance parameters based evaluation to identify
normal and abnormal attack.
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Introduction
Advances and widespread use of interconnectivity and interoperability of information and communication
technologies (ICT) have become necessary to reshape our relations to daily activities. The vibe of reliance
on ICT has enhanced individuals and organizations' posture allowing real-time global business continuity
that continuously evolves to offer convenience-related interoperability frontier solutions. The exchange of
digital information across networks has opened a path to exploitable vulnerabilities that may have
detrimental effects on both individuals and organizations, thus deeming an effective network security
solution crucial to maintaining confidentiality, integrity, and availability. Among the layered defensive
mechanisms that address different attack vectors, network security controls are recognized as the first
defense line [8]. Nowadays we are witnessing rapidly escalating Internet threats, which have become
increasingly mature as the Internet and its applications evolve. Today’s Internet provides ubiquitous
connectivity to a wide range of devices, with different operating systems, which indeed expands the
available attack surface including several different attack vectors. An intrusion detection system (IDS) scans
network traffic to identify and report a violation based on the preconfigured customized detection levels.
Early detection will deter an intrusion and eject it from the system before any damage to the data. IDS
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assumes that intrusions behavioral features differ from legitimate users' behavior; therefore, IDS quantifies
intrusion behavior in terms of its features. However, an exact distinction cannot be deciphered, creating an
overlap between normal and abnormal behavior that can be more obvious by deploying an intelligent
intrusion detection system [1].

The Intrusion Detection System (IDS) is a critical component of network and data protection. Because of
the rapid evolution of network technology, identification of attacks based on contextual knowledge
processing can be unique to particular apps and networks. Such a challenge can be solved with the aid of a
hybrid intrusion detection system (IDS) [13]. DoS attacks are typically focused on packet flooding with the
aim of overburdening the victim's infrastructure. These attacks are now capable of disrupting networks of
almost any scale. One of the major testing obstacles for developing high-performance hybrid IDS is dealing
with huge volumes of records with a large number of features [5]. A large number of features can make it
difficult to identify malicious patterns, resulting in a long training and testing process, increased resource
demand, and a low detection rate. Computer security is characterized as the defense of computing systems
from threats in order to preserve resource confidentiality, integrity, and availability. An intrusion is
described as any series of acts that attempt to compromise network resources and the victim server. The
Intrusion Detection System (IDS) is primarily used for tracking incidents that occur in computer
systems/networks, analyzing data, identifying, preventing, or reporting to the system administrator so that
appropriate action can be taken. The increase in the number of attacks launched by attackers has increased
users' skepticism about the Internet. Denial of Service is an effective security assault (DoS). An intrusion
detection system (IDS) is a monitoring system that tracks computer networks and network traffic and
analyzes it for potential aggressive attacks from outside the organization as well as system abuse or attacks
from inside the organization. In layman's words, an intrusion detection device is similar to a burglar
detector. A car's lock system, for example, prevents it from burglary. However, if anyone cracks the lock
mechanism and attempts to rob the vehicle, the burglar detector senses the broken lock and alarms the
owner by raising an alarm sound. Similarly, IDS will function as an alert in a system/network to detect
incidents and notify if any malicious behavior occurs. Attackers [15] continue to devise new ways to hack
the host/network and conduct illegal operations. The Internet's scale and sophistication, as well as the
operating systems on end hosts, make it more vulnerable to vulnerabilities. Because of these problems,
existing Internet best practices depend on evidence of detecting attacking trends, monitoring security
vulnerabilities, and closing them as soon as possible. Existing intrusion detection systems are seeing an
increase in false alarms. Computational Intelligence (CI) components in IDS can be streamlined to
minimize these. Many CI strategies were implemented by the researchers, and their accuracy was also
measured using benchmark datasets. The Intrusion Detection System (IDS) is a multi colored technique that
inspects both inbound and outbound network traffic, detects unusual patterns, and discards them. IDS are
made up of three major components: a data base, an analysis engine, and a response manager [16]. The
primary component of any IDS, also known as an event driver, is the data base. Host-based monitors,
network-based monitors, application-based monitors, and target-based monitors are the four types of data
sources.
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Figure 1: IDS monitoring [12].

IT IDS Working
A typical IDS system examines and analyzes network traffic to detect and analyze attacks, and also to
prevent any security violations by generating alarms for network administrator. There are two major types
of IDS: Host-based IDS and Network-based IDS. IDS can be further classified into Anomaly-based and
Signature-based IDS systems. Anomaly-based IDS detects attacks using previously recorded normal real-
time traffic image and by comparing it with current traffic. Though, it is widely used in various IDS, it
registers a large number of false-positive alarms. The Signature-based IDS uses pattern matching with
predefined signatures taken from the already detected malware’s stored in a database. Thus, creating a low
number of false positive alarms but at the same time, it lets new attacks to pass-through unnoticed.
Therefore, a system needs to be developed that can increase detection rate for new attacks and reduce false
alarms rate in previously defined signatures.
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Figure 2: Intrusion detection system working [10].
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III Experimental Work
In this chapter presents the proposed model for intrusion detection using some classification techniques such
as the random forest, decision tree etc. Intrusion detection systems are used many techniques like machine
learning based classification techniques, optimization approach and evolutionary approach for the
classification of normal and abnormal data.

The traditional detection methods are not efficient for detecting intrusions on huge data. Machine learning
(ML) algorithms can improve intrusion detection efficiency. ML can be classified into supervised,
unsupervised, and semi-supervised types [24]. In a supervised method, the labelled input is given to the
system for training. With the help of the label, it will separate the different classes available in the dataset.
In an unsupervised method, the unlabeled input is given to the system, which will figure out the structure of
similarity presented in the input data. A semi-supervised approach uses a few labelled data with many
unlabeled data. This method drops between the supervised and unsupervised methods. The accuracy of
semi-supervised learning can be improved by using both labelled and unlabeled data [17].
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Figure 3: The processing steps for result extraction.
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Figure 4: This picture uploading the dataset features with normal and abnormal categories for

experimental work.
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Figure 5: The above figure present the comparative experimental study for classification approach using
random forest and gradient boost decision tree with performance parameters i.e. accuracy; here the input
value of data range is 0.3.

16



ISSN: 2581-3404 (Online) IF: 5.445 (SJIF)

IJIRTM, Volume-7, Issue-4, July-2023.

H Fandom
Forest

M Gradient
Boost
Decigion
Tree

Precision Precision Recall FI-Scove

Figure 6: The above figure present the comparative experimental study for classification approach using
random forest and gradient boost decision tree with performance parameters i.e. accuracy, precision, recall
and F1-score; here the input value of data range is 0.3.

IV Conclusion

The domain of Machine learning (ML) is dedicated to developing systems that can automatically learn from
the data and identify hidden patterns without being explicitly programmed to do so. ML algorithms are
categorized by the learning style they employ and by the functional similarity of how they work. Machine
learning techniques are regarded as efficient methods to improve detection rate, reduce false alarm rate, and
in the meantime, decrease computation and communication cost. In this dissertation work we analyze the
different mechanism as used previously by researchers and in currently using for identify the intrusion
detection in a network. The proposed mechanism is based on the machine learning based classification
model to improve the accuracy rate and performance parameters using the random forest and gradient boost
decision trees.
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