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ABSTRACT 
Wireless sensor network (WSN) has emerged as 
one of the most promising technologies for the 
future. This has been enabled by advances in 
technology and availability of small, inexpensive, 
and smart sensors resulting in cost effective and 
easily deployable WSNs. Thus, the next generation 
of wireless sensor networks is the cognitive 
wireless sensor networks (CWSNs). Cognitive 
radio has been proposed as a promising technology 
to resolve the spectrum scarcity problem by 
dynamically exploiting underutilized spectrum 
bands. Wireless sensor networks operating in the 
license free spectrum suffer from uncontrolled 
interference as those spectrum bands become 
increasingly crowded. With the rapid development 
of cognitive radio technology, increasing attention 
has been paid to securing spectrum sensing against 
SSDF attacks. In this article we proposed a new 
method for the attack detection in cognitive radio 
sensor network and improve the performance of 
system using accuracy, attack probability and 
detection speed evaluation parameters etc. 
 
Keywords: Cognitive Radio, Cognitive Radio 
Sensor Networks, SSDF, Attack, Spectrum 
sensing. 
 
INTRODUCTION 
As the explosion of wireless devices and services 
make the unlicensed spectrum increasingly 
crowded, traditional sensor networks operating on 
the unlicensed spectrum may suffer from severe 
interference caused by the nearby applications 
working on the same spectrum band.  

 
This situation is getting worse with our proceeding 
to the Internet of- Things era [1]. 
 
Due to worldwide growth of the number of mobile 
terminals and the request of higher data rates, a 
tremendous increase of the energy consumption of 
the telecommunications industry has been recently 
reported, which has a significant environmental 
impact. From the mobile terminals' perspective, 
given the limitation on energy resources, energy 
consumption poses a main concern. Thus, energy 
efficiency has recently triggered a significant 
amount of research [1]. Indeed, energy efficiency 
is receiving a higher priority for some wireless 
systems and becomes a pressing need for their 
operation. A notable example is Cognitive Radio 
(CR) [10].  
 
WSN technology offers numerous advantages over 
conventional networking solutions, such as, lower 
costs, scalability, reliability, accuracy, flexibility, 
and ease of deployment that enable their use in a 
wide range of diverse applications. With 
advancements in technology and sensors getting 
smarter, smaller, and cheaper, billions of wireless 
sensors are being deployed in numerous 
applications. Some of the potential application 
domains are military, environment, healthcare, and 
security. In military, sensor nodes can be used to 
detect, locate or track enemy movements. In case 
of natural disasters, sensor nodes can sense and 
detect the environment to forecast disasters in 
advance. In health care, sensor nodes can help in 
monitoring a patient’s health. In security, sensors 
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can offer vigilant surveillance and increase 
alertness to potential terrorist at tacks. It will not 
be farfetched to say that eventually WSNs will 
enable the automatic monitoring of forest fires, 
avalanches, hurricanes, failure of country wide 
utility equipment, traffic, hospitals, etc [3]. 
 
Trust and reputation based approaches are the 
most widely studied techniques in this approach, 
The main idea of these approaches is to update the 
trust values of spectrum sensing nodes according 
to their historical sensing behaviors, and design 
weighted decision making strategies to resist 
SSDF attacks based on the evaluated trust values 
[1]. Spectrum sensing is a daunting task; however, 
it is crucial to the performance of the cognitive 
radio network (CRN).  
 
Spectrum sensing of a single CR user becomes 
unreliable due to factors such as shadowing, fading 
and time-diversity of wireless channels. 
Cooperative spectrum sensing is used to reliably 
sense the spectrum in the above scenarios. In 
cooperative spectrum sensing, a slotted frame 
structure is used to sense the spectrum and 
transmit data. Spectrum is sensed continuously by 
cooperating CR users in the first portion of the 
slotted frame-structure, which is known as sensing 
slot. The remaining time slot, known as 
transmission slot, is utilized to transmit data. As 
the sensing time increases, the spectrum sensing 
becomes more reliable; however, this occurs at the 
expense of less time for actual data transmission 
and vice versa [6]. 
 
In the spectrum sharing stage, power consumption 
is mainly due to SUs’ data transmission. If all SUs 
adopt the highest transmission power, they would 
interfere with each other, and little throughput 
could be achieved, leading to extremely low 
efficiency. Therefore, the energy efficiency 
problem in spectrum sharing is essentially a 
resource allocation problem. There are centralized 
and distributed scheduling techniques to resolve 
the utility maximization problem of resource 
allocation in SUs’ spectrum sharing. As discussed 
earlier, compared to centralized scheduling, which 
requires a scheduler to know complete channel 
state information of the whole secondary network, 
the decentralized technique based on game 

theoretical analysis is more effective and practical, 
which aims at achieving an energy-efficient 
equilibrium among SUs [4]. 
 
WSNs and CWSNs are two types of sensor 
networks that have a number of common 
characteristics. They consist of miniature devices, 
called motes or sensors that are severe resource 
constrained devices in terms of memory, 
processing, and energy. They usually do not 
perform any computation on the data they collect; 
they just forward this information to much more 
powerful devices (called sinks) for further 
processing. The communication medium used for 
both WSNs and CWSNs has a broadcast nature 
and the used spectrum is split into several 
channels, depending on the protocol used. For 
example, there are up to 16 available channels for 
the IEEE 802.15.4 in the 2.4GHz frequency band 
[5]. 
 
A diverse range of vulnerabilities are exploited by 
adversaries who can have several incentives, for 
example, network disruption, information theft, 
and so forth. In general, there are two types of 
attackers : (i) external attackers that are not 
authorized participants of the sensor network and 
(ii) internal attackers that have compromised a 
legitimate sensor and use it to launch attacks in the 
network. Furthermore, attackers can be classified 
into passive and active. Passive attackers monitor 
network traffic without interfering with it. Their 
aim is to eavesdrop on the exchanged information 
and to acquire private data or to infer about 
information-sensitive applications that execute in 
the sensors. Active attackers disrupt network 
operation by launching several types of attacks 
that cause DoS (denial of service) in the WSN [5]. 
 
The rest of this paper is organized as follows in the 
first section we describe an introduction of about 
the Cognitive Radio Sensor Networks. In section II 
we discuss about the application domain and 
deployment model. In section III we discuss about 
the comparative result study for the Spectrum 
sensing in Cognitive Radio Sensor Networks, 
finally in section V we conclude the about our 
paper. 
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II APPLICATION DOMAINS AND 
DEPLOYMENTS 
WSNs have been adopted in a large number of 
diverse application domains. It is envisioned that 
in future everyday objects will be embedded with 
sensors to make them smart. Smart objects can 
explore their environment, communicate with 
other smart objects, and interact with humans. 
Taxonomy of WSN applications is shown in below 
figure In general, WSN applications can be of two 
types: monitoring and tracking. As shown in the 
taxonomy (Below figure ), the leading application 
domains of WSNs include military and crime 
prevention, environment, health (Body Area 
Networks), industry and agriculture, and 
urbanization and infrastructure. Military 
operations involving force protection with 
unattended ground sensors formed into intelligent 
networks around forward operating bases are 
receiving much attention. 

 
 
Fig. 1: Taxonomy of WSN applications [3]. 
 

III EXPERIMENTAL RESULTS 
DISCUSSION 
In this section, we validate our theoretical analysis 
and evaluate the performance of our proposed 
schemes. We setup a CRSN with number of 
licensed channel sensor nodes. The network 
process is divided into a sequence of time periods. 
At the beginning of each time period, the sink 
randomly chooses a number of sensor nodes to 
sense a licensed channel. 
 
In this section we compare our proposed method 
with existing method for the attack probability and 
detection ration and our proposed methods shows 
better results than previous methods. Proposed 
methods improve the accuracy using more attack 
detection in a cognitive radio sensor networks. 
 

 
 
Fig. 2: Figure shows that the initally enviornemnt 
setup for the experimental procedure. 
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Fig. 3: Figure shows that the compartive 
experomental result for the proposed work. 
 
IV CONCLUSION  
In this context, the WSNs will be playing a 
significant role in the everyday life of people, and 
thus their security is of great importance. This 
explosion in the number of wireless sensing and 
actuating devices in city areas together with the 
continuous installation of many (public and 
private) wireless access networks in these areas 
has resulted in congestion in the unlicensed 
spectrum bands that are used for both WSNs and 
Wi-Fi. In this paper we proposed a model for 
attack detection in wireless sensor networks and 
compare with previous methods our methods 
shows better results. 
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