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ABSTRACT

The rapid increase in the internet speed and data
transfer rates urged companies through all over the
world to fully shift to dependent network data systems,
especially after noticeable increase in the capacity of
data storage devices. In this paper we discuss about the
comparative study of malware detection techniques for
the hybrid model with performance evaluation of on the
basis of feature reduction techniques.
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KDDCUP, RBF, Support Vector Machines (SVM),
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INTRODUCTION

Intrusion Detection Systems is a mechanism, which
protects resources and data from unauthorized access,
misuse, and malicious intrusions in a distributed
computing environment [4]. The goal of the IDS is to
detect violations in an information system.
Traditionally, IDS divided into two kinds such as
misuse detection and anomaly detection [3]. The goal of
Intrusion Detection is to identify all the proper attacks
and negatively identify all the non-attacks. Most of the
contemporary IDSs employ a misuse based detection
approach, wherein the network attacks are identified by
using predefined attack signatures. Although misuse
based detection approach provides an effective defence
against known attacks, it fails to detect novel and
unknown attacks [1].

Here figure 1, shows the percentage wise distribution of
the research paper under various methodologies that are
applied in the creations of IDS. The most commonly
and widely applied approach is the hybrid approach.
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Fig 1: the percentage distribution of the number of
papers under various IDS approaches.

The above diagram shows the Hybrid approaches
improves the accuracy of the IDS when compared to
single approaches. Results from the different individual
systems are combined to provide more accuracy and
reliability. Researchers are focusing on hybrid
methodology for developing the IDS as it can combine
the  advantages of two algorithms. Here figure 2.
shows the classification family of intrusion detection
system in detail.

Page 5


http://www.ijirtm.com/
mailto:editor@ijirm.com

www.ijirtm.com | International Journal of Innovative Research in Technology and Management
Volume-1, Issue-1, 2017

editor@ijirm.com

No. of | Techniques | Precision | Accuracy | Recall
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Fig 2. Classification of Intrusion Detection System. Table 2: Shows that the comparative study for

Il COMPARATIVE STUDY OF VARIOUS intrusion detection techniques.

INTRUSION DETECTION TECHNIQUES

In this section we describe the various intrusion Comparaiveperformance evaluation for theno. of attributeis 42
detection techniques with compare their performance 0
evaluation on some performance parameter factors such
as accuracy, precision and recall, here we using the
KDDCUP 99 dataset for the experimental process, the B
IDS techniques we applied for this are Neural Network,
Support vector machines and Genetic Algorithm.
No.  of | Techniques | Precision | Accuracy | Recall
attributes SV
RBF 90.24 8522 | 85.26 — 6
42 SVM 91.23 86.89 86.65
GA 9735 5758 5711 Precision Accuracy Recall
fig 3: The above figure shows that the comparative
RBF 91.65 87.26 85.49 result analysis for the intrusion detection system
35 SVM 9236 88.57 86.57 using neural network, support vector machines and
' ' ' genetic algorithm, here our results shows that the
GA 93.48 89.58 87.68 comparison among the all methods for performance
parameter such as precision, recall and accuracy,

the number of used attribute are here 42.

Table 1: Shows that the comparative study for
intrusion detection techniques.
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fig 4: The above figure shows that the comparative
result analysis for the intrusion detection system
using neural network, support vector machines and
genetic algorithm, here our results shows that the
comparison among the all methods for performance
parameter such as precision, recall and accuracy,
the number of used attribute are here 35.
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fig 5: The above figure shows that the comparative
result analysis for the intrusion detection system
using neural network, support vector machines and
genetic algorithm, here our results shows that the
comparison among the all methods for performance

parameter such as precision, recall and accuracy,
the number of used attribute are here 30.
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fig 6: The above figure shows that the comparative
result analysis for the intrusion detection system
using neural network, support vector machines and
genetic algorithm, here our results shows that the
comparison among the all methods for performance
parameter such as precision, recall and accuracy,
the number of used attribute are here 25.

111 CONCLUSIONS

The IDS is tasked with monitoring and analyzing
network activity to differentiate between normal and
anomalous activities, for the experimental process we
use the common dataset used for IDS developments and
testing is the KDD99 dataset which divided in the
category normal and abnormal datasets. In fact
computers are in tremendous need for an efficient and
powerful security policy to secure the information
system and to prevent attackers from destroying it.
Currently, we are facing an enormous growth of
malicious code signature, cybercrimes and threats
which can put the security administrator in very critical
situations. The objective of this paper to study and
compare various intrusion detection algorithms and
techniques for the false detection and improve the
performance of such system.
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