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ABSTRACT

With the high usage of Internet in our day today
life, security of network has become the key
foundation to all web applications, like online
auctions, online retail sales, etc. Detection of
Intrusion, attempts to detect the attacks of
computer by examining different information
records observed in network processes. This can
be considered as one of the significant ways to
effectively deal with the problems in network
security. In this paper we present the comparative
experimental study for the intrusion detection and
our simulation stats that our proposed method
gives better results than the previous techniques.

Keywords: Data mining, Classification, Genetic
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INTRODUCTION

Intrusion is an unwanted activity in the network
and intrusion detection is an important research
and development topic with many applications that
influencing confidentiality, integrity, availability.
In 2014, according to research of Forbes, the most
ruthless intrusions include cyber attack stealing
personal records of users of eBay, intrusion to
Montana Health Department, intrusion effecting
P.F. Chang s customers by stealing their credit and
debit card numbers, and finally intrusions affecting
Evernote and Feedly users. It is clear that intrusion
detection is so important for a good security

policy.

There are two main approach for security
management these approaches are prevention-
based and detection-based. In any security plan, if
intrusion prevention (encryption, authorization,
and authentication) named as the first line of
security is passed by attackers, as a second line of
defence, intrusion detection comes into
prominence.  Intrusion  detection  provides
deterrence for intruder and serves an alarm
mechanism for a computer system or a network to
manage security plan successfully. An intrusion-
detection system (IDS) can be defined as software
or hardware tools that monitoring network to
detect internal or external cyber attacks. An
Intrusion Detection System can observe and
investigate system and user activities, recognize
patterns of known attacks, identify abnormal
network activity. General definition of IDS is
about intrusions to network but for WSN it can be
added that physical damages to sensor devices.
Identifying sensor damage is important in order to
serve fault tolerance and reliability [13].

An intrusion in the internet can compromise the
data security through several internet means.
Nowadays, the fast rising networks proliferation,
data transfer rate, and an unpredictable Internet
usage have added more anomaly problems. Thus
researchers need to develop more reliable,
effective, and self-monitoring systems, which sort
troubles and can, carry out operation devoid of
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human interaction. By undergoing this kind of
attempts, catastrophic failures of susceptible
systems can be reduced. Detection stability and
detection precision are two key indicators used to
evaluate IDS (Intrusion Detection System). Many
of the IDS research studies have been done in
order to improve the detection stability and
detection precision. In the beginning stage, the
research work focus lies in using statistical
approaches and rule-based expert systems. But, the
results of statistical approaches and rule-based
expert systems were not accurate, when
encountering larger datasets. In order to overcome
the abovementioned problem, many data mining
techniques were developed [8]. An Intrusion
Detection System is designed to detect an intrusion
while it is in progress, or after it has occurred. The
major functions performed by IDS are monitoring
users and systems activity, auditing system
configurations, recognizing known  attacks,
identifying abnormal activities, managing audit
data, highlighting normal activities, correcting
system configurations and storing information
about intruders [4].

The Intrusion Detection Systems are classified as
network intrusion detection systems and host-
based intrusion detection systems. It is also
possible to categorize IDS by its detection
approach: the most well-known variants are
signature-based detection and anomaly-based
detection [12]. Different categories of IDS include
Host-based IDS (HIDS), Network-based IDS
(NIDS), (HIDS), and Wireless IDS [1]. There is
Hybrid IDS which combines various IDS
categories. Host-based IDS monitors the activities
of a single host and detects if any malicious
activity happen. HIDS mainly monitors the
process activities and ensure security policies of
system files, system logs and registry keys.
Anomaly detection techniques are useful in
intrusion detection systems since an intrusion
activity is different from the normal activity of the
system. Host based intrusion detection systems run
on individual systems which includes the
techniques for collecting and analyzing the
information on a particular system [14].

The rest of this paper is organized as follows in the
first section we describe an introduction of about
intrusion detection and their types and techniques.
In section Il we discuss about the host based
intrusion detection techniques, in section Il we
discuss about the experimental work. In section 1V
we discuss about the proposed algorithm and their
procedure, and finally in section V we conclude
and discuss the future scope.

I HOST BASED IDS

The objective of the HIDS is the controlling state
and dynamic behaviour of the computer system.
This detection system checks all the activities of
inspected packets on a network. HIDS recognize
what resources are being utilized and which
program gets to those resources. If in the network
any alternations or adjustment happens, system
administer receive some network alerts. HIDS is
progressively becoming essential to ensure the
host computer frameworks and its network
activities. HIDS with host based information is
incorporated into the computer frameworks to
identify the intruder abnormal activities, noxious
Behaviour, application abnormalities and preserve
the Information Systems from intruders and report
the occasions to the HIDS System Administrator.

Host Based IDS
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Fig 1: Architecture of Host based IDS.
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11l EXPERIMENTAL WORK

In the presents scenario it is very challenging to
maintain and used the classification of data and
detection of network intrusion detection due to
large and unknown number of attacker. Day to day
come into new format and dynamic nature based
attack pattern for the system i.e. host based and
network based. To enhance the performance of
intrusion detection system we used various types
of techniques on the basis of their functionality
and their behavior such as data mining, machine
learning, evolutionary approach and swarm
intelligence etc., where we adopted such types of
techniques on the basis of requirement for the
system and the types of attacker.

In this paper we proposed a new model for the
intrusion detection in a host based and network
based, here we used the evolutionary approach
such as genetic algorithm for the proposed
methods and compare with the existing technique
i.e. classification method. Here we used the matlab
simulator for the detection of intrusion and the
input dataset is kddcup909.

Genetic algorithm uses as an evolutionary
approach for the detection of dataset either normal
or abnormal, this methods works on the basis of
fitness function, this function define the survival of
fitness for the particular dataset; initially we select
the some sample form the population dataset and
then apply the crossover and mutation function,
after applying the both function we compare the
particular obtain value with the fitness value if
condition is satisfied we used this value as a result
otherwise repeat the whole process again.
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Fig 2: Flow graph for the intrusion detection
system.
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IV PROPOSED ALGORITHM

1. Generate random population
of n chromosomes  (suitable solutions for the
problem)

2. Evaluate  the  fitness f(x) of  each
chromosome x in the population

3. Create a new population by repeating

following steps until the new population is
complete

a. Select two parent chromosomes from a
population according to their fitness (the better
fitness, the bigger chance to be selected)

b. With a crossover probability cross over the
parents to form new offspring (children). If no
crossover was performed, offspring is the exact
copy of parents.

C. With a mutation probability mutate new
offspring at each locus (position in chromosome).
d. Place new offspring in the new population
4. Use new generated population for a further
run of the algorithm

5. If the end condition is satisfied, stop, and

return the best solution in current population
6. Go to step 2.
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Fig 3: Flow graph for the genetic algorithm
procedure.
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Fig 4: Upload the Dataset.
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Fig 5: Comparative experimental work for the
input value is 0.5.
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For the Accuracy and Precision
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Fig 6: Comparative experimental work for the
accuracy and precision.

V CONCLUSION AND FUTURE SCOPE
Ensuring security has always been a challenging
problem for both customized network solutions
and information systems. Intrusion Detection
System (IDS) is playing a very important role to
ensure security both in network solutions and
information systems. In this paper we present the
comparative performance evaluation for the
intrusion detection using the classification and
genetic method, the proposed method gives better
results in terms of accuracy, precision and recall.
In future work we can also work on the feature
reduction or selective features work with using the
KDD dataset.
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